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running from source

FOSSology is a open source license compliance software system and toolkit. As a toolkit you can run license, copyright and export control

https://www.fossology.org/
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Home Projects Help

FOSSology

Overview Activity News [RlLteilEinialil

Using FOSSology from the Command Line
These command line utilities are helpful for sysadmins automating certain FO55ology tasks.

User Commands

cp2foss Copy files to a FOSSology server, and run scans.

fossjobs Queue up a FOSSology analysis job on an upload that is already in the repository.
fo_copyright_list Gets copyrights from an upload (or upload subtree)

fo_nomos_license_list | Gets licenses from an upload (or upload subtree)

fo_antelink.php Prototype that tags open source files by using the commercial Antepedia server for identification
fo_taafoss.php Prototype to do VERY basic foss discovery using the Antepedia public database server
fo_tadfile.php Prototype to tag files based on an input list of file paths

Stand alone agents

Most agents can be run stand alone, outside the FOSSology infrastructure. To see their command line options, use {command} --help. For example,

Lfnonoz --help

ununpack | Unpack an iso, tar, or any other archive file into its component files.

nomos Perform a license scan on files listed on the command line.

monk License scanner Matches licenses in license_ref table

copyright | Perform a copyright scan on files listed on the command line.

pkgagent | Scan package headers in RPM's and debian packages listed on the command line.

mimetype | Return file types for files listed on the command line.

If you want to run a command line agent in parallel to pick up the speed, try something like this:
export myazent=/uzr/ local feto/f ossol ogy/mods-enab | ed/nonos/azent fnomos

ar
export myagent=/etc/fossology/mods-enabled/nonos/azent /nomos

51F:
th it Iel: . ) e .
fiz; ;ﬁ;m;;uggrzﬁn:;mjf”w “type f -printl | parallel -0 -j8 -m *stdbuf -o0 $myagent’ http://archivel5.fossology.org/projects/fossology/wiki/Using_FOSSology_from_the Command Line
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FOSSology CLI

FDOY> RTDockerATONY REML KSICTD

$ sudo docker exec -it [container ID] bash
EARMMENS

# cp2foss --username fossy --password fossy -q all -A /usr/local/fREXIHR.zip * RBEMRZEIREURET D IV RISZE Tupload NoWFREND
# fo_copyright_list --user fossy --password fossy -u 3 * copyrightL /RS TNIES --user ROTER. (HT5LK/T?)
# fo_nomos_license_list --username fossy --password fossy -u 3 *licenseL7RHE 3 “3” (Fupload No

&R I, FOSSology LW —531+t>, O 10 hNa/BESLEHIMVERBSEEATS I TIBES S
# cp2foss --username fossy --password fossy -q all -f fossology_tree -n project_name -d project_description -A /usr/local/#ZRBEXI&R.zip

BRET -1 biEEY 25EEUTORBENMER D(WebUITHRRSNDF T W IRy TRICHIT)

# cp2foss --username fossy --password fossy -q agent_copyright -A /usr/local/A&RBEXI5R.zip * copyrightdd+
# cp2foss --username fossy --password fossy -q agent_nomos,agent_monk -A /usr/local/fREXI5R.zip * nomos&monk
# cp2foss --username fossy --password fossy —Q *FZBDIT -1 MMILTF
The available agents are:

agent_copyright

agent_ecc

agent_keyword

agent_mimetype

agent_monk

agent_nomos

agent_pkgagent

agent_unpack

agent_adj2nest

wget_agent

(NHDNYZ2177I)LIEZEB) http://archivel5.fossology. ' iki/Usi from the Command Line
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Problem of CLI
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« N TF R MDFH
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FOSSology

Overview  Activity News RllelulG]

FOSSology RESTful interface

Goal:

Provide a simple HTTP interface for those needing to do their own data access.
This is not an sql replacement, or even a simple grammar, but rather a simple
method to do common gueries while hiding the complexities of sgl data retrieval.

This is a proposal. The only api that has been implemented to date is the following, which returns a comma separated list of licenses in a single file:

wget a0 - --post-file unwind.h http://repo. fossology. orz/Tmod=agent _nomos_once

Substitute urwind. b for wour file.

Need to specify in query:

1) Does the query apply to a specific file, or every file in a repository file tree?
Only one of these may be specified. Default is file.
frange=file
hrange=tree

23 How to identify a file (range=file) or top of tres (range=tres).
Zera or more of these may be specified. Default iz whole repositary.
& i lepks {uploadtree_pk}  dn uploadires_pk is a fossolozy intermal unique
kev tooa file in an upload file hierarchy,
e.z. bfilepk=123

& i lename= {f i lename} e.z. &filename=foo.c

bf i lepatb={f i lepath} e.z. bfilepath=foo.tar.gz/ 8B myfile
bfilepath=foo.c

fup | oadpk= fup load_pk} in upload_pk is a fossolozy internal unique key

to an uploaded file (which mizht be a sinple file
|ike foo.c or & container |ike RHEL.:x.iso or foo.tar.
e.z. huploadplk=234

3 Duery parameters.
Query parameters may be any table.column, or pseudo parameter {zees 43,
e.z. bpkz_rem.pke_name="Pound-2_4-0.1.d.fc . src. ren”
hpkz_rem.version=1.2.3

51A:

http://archivel5.fossology.org/projects/fossology/wiki/REST API
|
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REST API

RES-I- API https://www.fossology.org/get-started/basic-rest-api-calls/
CHBESHRHDDocument/ZZ€S5TY - (CEEHDOMNEDSTTNET 1)
Web UI 0) [Help] [Documentatlon] b\b(;Eb\ﬁ(‘_ﬂéxsx/\J‘C? ’j’jD‘CEEL\J‘ib\ My ~(

. Proposalctib‘n"cm5 ib‘c’p The only api that has been implemented to date is the
following, EEXRTE M TLB.
LEEDCEICEHTTDULTLIRN D .. ESpskUY—FAbaFESEF—

FSIC35.0DUJ—ZAE L] EEMNM TN |
Mainly 3.5.0 adds more documentation, infrastructure improvements and support for brand new FOSSology REST API.

® Source (https://github.com/fossology/fossology/tree/master/src/www/ui/api)

e —7h, V—RZHEUTHDEERISEHDDHDIIEER?

—https://qithub.com/fossology/fossology/blob/master/src/www/ui/api/Controllers/AuthController.php
https://github.com/fossology/fossology/blob/master/src/www/ui/api/documentation/openapi.yaml
D= Eh.

® Try-Error
« HTTPU O I X MM&IFTZ=5 responce(error) hhE>TL 3 |

* FiddlerCHTTPBET v T F v LIz5Web UIDSDIEEBNc K DIRHTTPU O I X hEiXD> TLVB.
—tokenBUEAREXR T 7 -1 JLupload—reportt 1 ZEHZ 5.

© NEC Solution Innovators, Ltd. 2019 Creative Commons CC BY-SA 4.0 \Orchestrating a brighter world  [NJIEQC


http://archive15.fossology.org/projects/fossology/wiki/REST_API
https://github.com/fossology/fossology/tree/master/src/www/ui/api
https://github.com/fossology/fossology/blob/master/src/www/ui/api/Controllers/AuthController.php
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https://github.com/fossology/fossology/releases/tag/3.5.0
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REST API: tokenHU= (10f2)

tokens Save @ w

METHOD SCHEME :/f HOST [ ™" PORT ] [ PATH [ "?" QUERY ]|

POST - http:/ffossology.local:8082/repo/apiivi/tokens

length: 46 bytes

~ QUERY PARAMETERS

+ Add query parameter

HEADERS ' 14 Form ~ « » BODY Text ~

“usernane”: "fossy”,

“password”: Fossy”,
“token_expire”:"2019-06-207,
“token_name”: fossology_test_token”,
“token_scope” Turite”

¥ | Content-Type .| application/json X

+ Add header £ Add authorization M

e ————————

L get O IT R hEZESBEFreadTEL
get U O TR NV E DS IZEwrite
REWSHRZ uploadd DR (Epostd DD Twrite

Text | JSON | XML | HTML #| Enable body evaluation W length: 141 byles

BIEDR—DR 01 —>23w ~ME Chrome Extension @ Restlet Client 2.19.2 Z{ERUTWETY.
© 2019 Restlet, Inc. https://restlet.com/modules/client/
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REST API: tokenHUE (20f2)

Response

Cache Detected - Elapsed Time: 180ms

HEADERS © pretty ~ ¢ » BODY © pretty ~
Date: Mon, 1@ Jun 2819 86:30:28 GMT +2s -

Server: Apache/2.4.25 (Debian) Authorization { “Bearer ey]@eXA10iJKV1QiLCIhbGci0iJIUzIINil9.eyIpc3Mi0idmb3Nzb2xvZ3kubGoyYuwi
Content-Length: 258 bytes

Keep-Alive: timecut=5, max=1ee

Connection: Keep-Alive 4
Content-Type: application/jsonjcharset=utf-8 lings nums Tgtx l\_ngb\‘ﬁén% length: 253 bytes

» COMPLETE REQUEST HEADERS
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REST API: folderB4&

folders Save -
METHOD SCHEME :// HOST [ " PORT | [ PATH [ "?" QUERY ]|
GET - http://fossology.local:8082/repo/apifvi/folders
length: 47 byles
» QUERY PARAMETERS
HEADERS 7 12 Fom- 4 » BoDY @2
@ | Autharization | Bearer eyJOeXAIOIKV1QILCIhbGCOMIUz | {x & Payloads are disallowed for GET request
+ Add header © Add authorization \ @ or change a method definition in settings.
FPOCAR—D2TRILTD
Response
200 0K
HEADERS © pretty 4 » BoDY© pretty =
Date: Mon, 18 Jun 2819 B6:37:34 GMT +2s p [
Server: Apache/2.4.25 (Debian) —
Content-Length: 66 bytes id: 1,
Keep-Alive: timeout=5, max=188 name : "Software Repository”,
Connection: Keep-Alive description : "Top Folder”
Content-Type: application/json;charset=utf-8
| W “ o
] FOSSology LD T A)LAID(1)HNREND
» COMPLETE REQUEST HEADERS lines nume ength: 66 bytes
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REST API: folder{Epk (10f2)

folders_create 4 Save -

METHOD JFHOST [ PORT | [ PATH [ "?" QUERY ]]

POST - http:/ifossology.local:8082/repo/api/v1/folders

length: 47 byles

» QUERY PARAMETERS

HEADERS “ 14 Fom~ 4 » BODY" Text »
¥ Authorization - | Bearer eyJ0eXAIQIJKV1QILCJhbGaIOUIU | {x £
¥  parentFolder 1 X
¥ folderName .| fossology_test_folder X
¥  folderDescription .| folder create test via REST API X
# Content-Type - | application/json X
+ Add header £ Add authorization \—

FHUL— M) TAILFDID(1)%=IETE L Tpost

Text | JSON | XML | HTML #| Enable body evaluation i length: 0 byte
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REST API: folder{Epk (20f2)

RESDOHSE Cache Detected - Elapsed Time: 120ms
Created

HEADERS pretty + 4 » BODY Y pretty ~
Date: Mon, 1@ Jun 2019 B6:43:53 GMT +2s - i

i i
Server: Apache/2.4.25 (Debian) i code : 201 i

. 2

i i
Content-Length: 38 bytes i message : 2, i
cep-Alive: 3 N - i i
Keep AIT..':. tlmenutIS, max=180 i type : "INFO” i
Connection: Keep-Alive ' '

i i
Content-Type: application/json;jcharset=utf-8 L H

lines nums length: 35 bytes

YERE LTz D A ILFDID(2)MNREND

» COMPLETE REQUEST HEADERS
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REST API: folder{ERk{Z BEfolderBUS

RES ponse Cache Detected - Elapsed Time: 110ms
200 0K
HEADERS pretty v 4 » BODY " pretty
Date: Mon, 1@ Jun 2019 @6:52:24 GMT +2s = [
Server: Apache/2.4.25 (Debian) s
Content-Length: 154 bytes id: 1,
Keep-Alive: timeout=5, max=188 name ;: "Software Repository”,
Connection: Kesp-Alive description : "Top Folder”
Content-Type: application/json;charset=utf-8
- i
|
» COMPLETE REQUEST HEADERS id: 2, :
|
name : “fossology_test_folder”, |
|
description : "folder create test via REST API" i
i
i
]

Ve LT D A LY ID(2) DIERINE SN S

FJ Home Search Browse Upload Jobs Organize Admin Help
Browse fogout
User: fossy
fossolo gy Version: [3.5.0], Branch: [master], Commit: [#171d4d] 2019/04/12 08:47 UTC built @ 2010/04/12 09:32 UTC Group: fossy
Folder Navigation X Uploads in Software Repository
pse &l | Expand Al Show |50 ¥ | entries
ESoftware Repository Search: v v
“fossology_test_folder Upload Name and Description - Status v Comment Main licenses Assigned to v Upload Date v Priority v
Mo data available in table
—_ . Previ Next
Web Ul LICEEBA EERENTVS E 055 generaton [ SPDCE generation | s e
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REST API: file upload (10f3)

upload Save -

METHOD SCHEME “if HOST [ " PORT | [ PATH [ "?" QUERY ]]

POST - http:/ffossology.local:8082/repo/apiiv1/uploads

» QUERY PARAMETERS

HEADERS ' 12 Form ~ 4 »  BODY - |2 Form ~
¥ | Authorization .| Bearer eyJ0eXAiQiJKV1QILCJhbGciOWIU | x & v  filelnput [ File v 1= \Volumio2-master.zip (type: "application/x-zip-compressed”; size: 743 X
# folderld o2 X # Check _agent_copyright [ Text vi]1=1 X
#  uploadDescription . | fossology upload test via REST API x # Check agent ecc [ Text vi]1=1 X
# public .| protected X # Check agent keyword [ Text vi]1=1 X
# Content-Type .| multipart/form-data x # Check agent_mimetype [ Text vi]1=1 X
+ Add header O Add authorization @ # Check _agent_monk [ Text vi]1=1 X
# Check agent _nomos [ Text vi]1=1 X
TAIE, BIRATS 32 Z#EBELTCI 7ML E /| @ checkagent pigagent [Tt vji=! ”
muItipart/form-dataﬁ?iﬁ“G pOSt@'% ¥ deciderRules[] [| Text * | 1= nomosinMonk X
¥ deciderRules[] [ Text v |]1=| reuseBulk X
¥ deciderRules[] [ Text ¥ |1 =| wipScannerUpdates X
4+ Add form parameter # multipart/form-data - W
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REST API: file upload (20f3)

FJ Home Search Browse Upload Jobs Organize Admin Help

Upload a New File

Version: [3.5.0], Branch: [master], Commit: [#171d4d] 2019/04/12 08:47 UTC built @ 2019/04/12 00:32 UTC

fossology

To manage your own group permissions go into Admin > Groups > Manage Group Users. To manage permissions for this one upload, go to Admin > Upload Permissions.

This option permits uploading a single file (which may be iso, tar, rpm, jar, zip, bz2, msi, cab, etc.) from your computer to FOSSology. Your FOSSology server has imposed a maximum upload file size of 700Mbytes.

1. Select the folder for storing the uploaded files:
Software Reposit... ¥
2. Select the file to upload:
| ZFA1) LEER EIRENTUEEA
3. (Optional) Enter a description of this file:

4. Ignore SCM files (Git, SVN, TFS)
5. Visible only for active group @
® Visible for all groups @
Make Public &

6. Select optional analysis

Copyright/Email/URL/Author Analysis

ECC Analysis, scanning for text fragments potentially relevant for export control

Keyword Analysis

MIME-type Analysis (Determine mimetype of every file. Not needed for licenses or buckets)

logout
User: fossy
Group: fossy

Monk License Analysis, scanning for licenses performing a text comparison %/ (’5 >( _g (gweb UI%%HHT@E?% B%‘EG) :U)gﬂﬁ(:ijﬁ,—\

Nomos License Analysis, scanning for licenses using regular expressions

Package Anslysi (Parse package headers) 7=72U, deciderRules[] (Web UID [7.] )&ESESELBELIRD ST

7. Automatic Concluded License Decider @, based on

... scanners matches if all Nomos findings are within the Monk findings

... bulk phrases from reused packages

... new scanner results, i.e., decisions were marked as work in progress if new scanner finds additional licenses
8. (Optional) Reuse @&

Select an already uploaded package for reuse in specific folder|  a-c (fossy:1) v

enhanced reuse (slower) @
reuse main license/s @
Upload to reuse:
Select upload to reuse

After you press Upload, please be patient while your file is transferring.

| Upload

© NEC Solution Innovators, Ltd. 2 eative Commons CC BY \Orchestrating a brighter v




REST API: file upload (30f3)

Response 262
201 Created
HEADERS © prety ~ ¢ » BODY © pretty ~
Date: Mon, 18 Jun 2019 ©7:11:58 GMT +is i -
Server: Apache/2.4.25 (Debian) i code : 201
1 . 2
i
Content-Length: 38 bytes i message : 2,
Keep-Alive: timeout=5, max=100 i type : "INFO"
| :
Connection: Keep-Alive i
Content-Type: application/json;charset=utf-s i \

lines nums N ength: 38 bytes

fRATDjob ID(2)NREN S

» COMPLETE REQUEST HEADERS
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REST API: file upload get

upload_get Save ® «w
METHOD SCHEME :#/ HOST [*" PORT | [ PATH [ "?" QUERY ]]

GET - http:/ffossology.local:8082/repo/apifv1/uploads

length: 47 byles
» QUERY PARAMETERS
HEADERS 7 | Fom~ 4 » BoDY P12
¢ | Authorization Bearer eyJ0eXAOIJKVIQILCJhbGCOUIU | x & Payloads are disallowed for GET request
Click here to open an entity-body ed

+ Add header £ Add authorization - or change a method definition in settings.
Response Cache Detected - Elapsed Time: 114ms
200 0K
HEADERS pretty ~ ¢ » BODY pretty

job ID(2)Duploadsh'dd Z ENERTE D

Date: Mon, 1@ Jun 2019 @7:17:16 GMT +2s =
Server: Apache/2.4.25 (Debian) =
Content-Length: 218 bytes folderid : 2,
Keep-Alive: timeout=5, max=180 foldername : “"fossology_test_folder”,
Connection: Keep-Alive id: 2,
Content-Type: application/fson;charset-utf-s description : “fossology upload test via REST API®,

» COMPLETE REQUEST HEADERS

© NEC Solution Innovators, Ltd. 2019

uploadname : "Volumioc2-master.zip”,
"2019-96-10 ©7:11:59.200817+00",

7432176

uploaddate :

filesize :

Creative Commons CC BY-SA 4.0
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REST API: file upload get

FJ Home Search
Browse

Browse

Upload Jobs Organize Admin

Help

fossolo gy Version: [3.5.0], Branch: [master], Commit: [#171d4d] 2019/04/12 08:47 UTC built @ 2019/04/12 09:32 UTC

logout
User: fossy
Group: fossy

Folder Navigation

X

Top | Collapse &ll | Expand Al
fossology_test_folder

Show |50 v entries

Uploads in Software Repository

Search:

v

Upload Name and Description

- Status v Comment

Main licenses

Assigned to

Upload Date

Priority v

Volumio2-master.zip
fossology upload test via REST API
— select action — v \

open v

Unassigned v

2019-06-10 07:11:59

o

Showing 1 to 1 of 1 entries
Select  Whole folder | Marked uploas

to

: | ReadME_OSS generation || SPDX2 generation |

Previous

1 Next

\

© NEC Solution Innovator

\_
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REST API: report4pk(10of2)

report_get

METHOD

GET

HEADERS 7 |4

SCHEME :/fHOST [™" PORT] [ PATH [ "?" QUERY ]

- http://fossology.local:8082/repo/api/v1/report

* QUERY PARAMETERS

<+ Add guery parameter

Form - 4 4

¥ Authorization
¥  uploadld

¥ | reportFormat

* | Bearer eyJOeXAiQiJKV1QILCJhbGeiOUIU  ix &£
D2 X

\ X

: | spdx2

+ Add header

goDy 14
Payloads are disallowed for GET request.

or change a method definition in settings

£ Add authorization \\ ﬁg*ﬁ.@-]ob ID(Z) & l//—ﬁ_

'dep5’,

'spdx2',

'spdx2tv’',

'readmeoss’,

'unifiedreport’
DSTEFENMETE I BE

MEAFER (spdx2)ZIEET D

© NEC Solution Innovators, Ltd. 2019
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Save e | v

length: 46 bytes
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REST API: report4=p%(20f2)

Response Cache Detected - Elapsed Time: 187Tms
201 Created

HEADERS pretty ~ « » Booy"“ prefty «
Date: Mon, 1@ Jun 2819 87:26:44 GMT +3= pu i

Server: Apache/2.4.25 (Debian) code : 201, i

Content-Length: 80 bytes message : “fossology.local/repo/api/vl/report/3*, |

Keep-Alive: timeout=5, max=1e@ type : "INFO" i

Connection: Keep-Alive i

Content-Type: application/json;charset=utf-8 \ i

lines nums \ length: &0 bytes

» COMPLETE REQUEST HEADERS report ID(3)MREND
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API: reportEUS

http:/fossology.local: 8082/ ren'o.-'api-"v 1/report/3

reportXX
METHOD SCHEME ./ HOST [ ™" PORT ] [ PATH [ '@~ =
GET - i

Save @ ~

length: 48 byles

* QUERY PARAMETERS

report ID(3)Z18EY D

+ Add query parameter
HEADERS @ |2

Form -

# | Authorization

+ Add header £ Add authorization ]
Response
200 0K
HEADERS © pretty +
Date: Mon, 18 Jun 2019 07:30:41 GMT +2s
Server: Apache/2.4.25 (Debian)

Content-Description: File Transfer

Content-Disposition: attachment; filename="SPDX2_Volumio2-master.zip 1560
1516@4-spdx. rdf”

Cache-Control: must-revalidate
Pragma: private
Content-Length: 361 kilobytes
Keep-Alive: timeout=5, max=108

Connection: Keep-Alive

© NEC Solution Innovators, Ltd. 2

Bearer eyJ0eXAIQIJKV1QILCJhbGciOWIU | x &

« » BoDY @2
Payloads are disallowed for GET request.
or change a method definition in settings.
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Reports

<rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlns:spdx="http://spdx.org/rdf/terms#"
xmins:rdfs="http://www.w3.0rg/2000/01/rdf-schema#">

<spdx:SpdxDocument rdf:about="http://c2ee8a2dec83/repo/SPDX2_Volumio2-master.zip_1560151604-spdx.rdf#SPDXRef-DOCUMENT">

<spdx:specVersion>SPDX-2.1</spdx:specVersion>
<spdx:datalicense rdf:resource="http://spdx.org/licenses/CC0-1.0" />

SPDXVersion: SPDX-2.1
DataLicense: CC0-1.0

DocumentNamespace: http://c2ee8a2dec83/repo/SPDX2TV_Volumio2-master.zip_1560151800.spdx
DocumentName: /srv/fossology/repository/report
SPDXID: SPDXRef-DOCUMENT

Creator: Tool: spdx2

Creator: Person: fossy (y)

CreatorComment: <text>

This document was created using license information and a generator from Fossology.
</text>

Created: 2019-06-10T07:30:00Z

LicenselListVersion: 2.6
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io2-master.zip_1560151604-spdx.rdf#LicenseRef-GPL">

o view the different versions.
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—https://github.com/fossology/fossology/blob/master/src/www/ui/api/documentation/openapi.yaml
—https://qgithub.com/fossology/fossology/blob/master/src/www/ui/api/index.php
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—https://github.com/fossology/fossology/tree/master/src/www/ui/api/Controllers
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